
getting started 05

The ConTrol Panel
From the Control Panel you can make changes to 
Windows and your PC, including the appearance of 
your desktop, your security settings and removing 
programs that are on your computer.

To access the Control Panel, click  and click 
Control Panel on the right-hand side.

security In this section you can 
verify your computer’s security status, 
as well as checking for any security 
updates. For more information on 
security see p22

network and internet here you can 
set up an internet connection, 
connect to a home network and 
repair problems with your existing 
connection if they crop up

Programs This is where you can 
safely uninstall any unwanted 
programs. Plus you can see which 
programs start up automatically when 
you turn your PC on

User accounts and 
family safety  
This section helps 
you manage user 
accounts and set up 
parental controls – 
see p26 for more 
details

ease of access here you can 
modify settings and tools that 
make it easier to use your 
computer. For example, you 
can change the size of text, 
and alter the appearance of the 
mouse pointer

system and maintenance From here 
you can view technical information 
about your PC, and carry out tasks 
such as transferring files and settings 
or backing up your data

appearance and 
personalization  
Customise the way 
windows looks and 
sounds

 Can’t see what you’re  
looking for in the Control 
Panel? Type it into the Search 
box and let Vista find it for you. 

looking for in the Control 
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TYPES OF BROADBAND
ADSL Broadband
ADSL (asymmetric digital subscriber line) broadband uses 

BT’s copper wire phone network and is available to more 

than 99% of UK households. To get ADSL broadband, you 

need a fixed BT phone line. 

However, BT is not the only choice of phone provider – 

line-rental providers such as the Post Office also use BT’s 

network. Some providers, such as TalkTalk and Tiscali offer 

discounts for getting phone and broadband together. 

Local loop unbundled (LLU) is a type of ADSL broadband 

where internet service providers (ISPs) install their own 

equipment in BT exchanges. The ISPs still use BT wires – 

adding their own equipment enables them to offer faster/

cheaper broadband. 

Advertised ADSL download speeds range from 0.5 to 

more than 20 megabits per second (Mbps).  BT has plans 

to upgrade its network to even faster speeds over the  

next few years. But the speed you’ll actually be able 

to get depends on many factors, most importantly  

where you live. 

 best for: anyone who has a fixed BT line and wants a 

wide choice of providers and packages.

Cable broadband
Cable broadband is currently offered only by Virgin Media. 

It’s available to around 50% of UK homes, mostly in urban 

areas. It offers a range of maximum broadband speeds 

from 2 to 50Mbps.

Virgin offers some very cheap deals to cable customers 

taking two or more services (broadband, home phone, 

digital TV and mobile). 

 best for: people who want to save money by bundling 

broadband with digital TV, phone and/or mobile; those who 

live a fair distance from a BT exchange but want to achieve 

reasonable broadband speeds.

Mobile broadband
You can use mobile broadband to get online when you’re 

out and about. You’ll need a ‘dongle’ (pictured, left) to plug 

into your laptop’s USB port, and then you connect via the 

phone network using a data connection such as 3G. Mobile 

broadband is less widely used than fixed-line broadband.   

If you’re a fairly light internet user, mobile broadband 

could be a good alternative to fixed-line broadband. But 

bear in mind that mobile broadband speeds and internet 

usage caps are fairly low compared with many fixed-line 

broadband deals, and exceeding usage can be very 

expensive, so heavy broadband users might find mobile 

broadband restrictive. 

We explain the differences between ADSL, cable and mobile broadband.  

Plus how to set up an account with a broadband provider

Getting connected

GETTING STARTED
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GETTING BROADBAND
If you don’t have an internet connection already, you can 

get ADSL broadband by following these instructions: 

1  First check that ADSL broadband is available where you 

live. If you have a friend with an internet connection, you 

can check on www.broadbandchecker.co.uk by typing 

in your postcode and phone number

2  Choose a broadband provider and call them to discuss 

which package best suits your needs. In many cases your 

ISP will provide a broadband modem as part of the deal 

3  Find out what speed you can expect to get and if there 

are any other conditions – such as a cap on how much 

you can download

4  Once you’ve agreed to the conditions of your ISP 

contract, your line will be activated so that it can 

carry both the data signal needed for ADSL broadband, 

and voice calls at the same time 

5  There may be a charge for line activation, and you’ll 

usually have to wait a week or more for the ISP to 

organise this

6  Once your line has been activated and you’ve received 

your modem, you’ll need to connect it and configure your 

computer. Some ISPs offer a service where they send an 

engineer to do this for you. See p9 for tips if you’re doing 

it yourself. 

 Sign-up procedures for cable 

broadband differ slightly. Go to 

www.virginmedia.com/broadband 

for more info.

b
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Switching broadband providers

If you’re switching between ADSL broadband providers 

(see p6), you’ll need to switch using the MAC process. 

MAC stands for migration authorisation code, and is a 

unique 17- or 19-character code that identifies a particular 

broadband line.

1  Ask your existing broadband provider for your broadband 

MAC. Make sure you stress you are only asking for your 

MAC and not cancelling your broadband account; some 

broadband providers will see requesting your MAC as a 

sign you want to cancel the service, which could be 

awkward if you change your mind

Switching to a different broadband provider needn’t be a hassle; we guide you 

through the process

2  Your broadband provider must provide a MAC on 

request and should send you the MAC within five 

working days. Your broadband MAC is valid for 30  

days from the date it’s issued

3  Give your MAC to the broadband internet provider to 

whom you want to switch. It should process your request 

and give you a transfer date

4  If you have problems switching between broadband 

providers because of difficulties obtaining a MAC from 

your existing supplier, take a look at Ofcom’s advice at 

www.ofcom.org.uk/complain/internet/switching. 

GETTING STARTED

 Cable broadband provider 

Virgin Media does not use the 

MAC broadband switching 

process. If you’re switching 

your broadband service to or 

from Virgin Media, you simply 

cancel your existing broadband 

service and sign up to your 

new service. You may need to 

have a cable broadband line 

installed.  
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Setting up your router and 
broadband connection
You’ll need an ADSL router and one microfilter for each 

socket in your home that has a phone plugged into it.

Connect the router
Unplug your telephone line and plug a microfilter into the 

phone socket. Plug your phone into the microfilter. You 

should have two cables in the box with your router: one to 

connect the microfilter to the router, the other to connect 

the router to your computer. Once you’ve connected  

both cables, connect your router’s power supply and 

switch it on.

Change your router password
Open your web browser and type your router’s IP address 

into the address bar. You’ll find this in your manual – many 

models use 192.168.1.1. Press Return and enter your log-in 

details (again, you’ll find 

these in your manual). Then 

you’ll see a page that looks 

like a website, but which is 

actually stored on the router. 

To change the default 

password, click the 

Administration tab, enter 

a password, confirm it 

and save. 

Enter username 
and password
For the router to connect to 

the internet you need to 

configure the ADSL part of it with the right settings. Click 

on the Setup tab. The router will ask you for your ISP 

username and password. You may also be asked to enter 

details about encapsulation or multiplexing; ask your 

internet service provider about what, if anything, should  

be entered here. 

Save your changes. You should now be able to connect 

to the internet on the PC that’s connected to the router. 

 If you’re connecting your 

computer or laptop wirelessly, 

remember to secure your 

wireless network. You can 

usually access security 

settings by clicking on the 

Wireless tab in the router 

setup screen. 
Phone
socket

Microfilter

Phone

ADSL router 
(combining 
an ADSL 
modem and 
a router)

PC/laptop

Ethernet cable

Your home wired 

network

A simple illustration 

of a home wired 

network with a PC/

laptop connected 

via ethernet

Get connected with our guide to setting up your ADSL broadband connection
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Using the web

Your web browser allows you to view and navigate 
between web pages. It also allows you to store your 
favourite sites and can protect you from internet threats 
such as phishing websites and adware. 

There are four main web browsers available: 

	 Microsoft’s Internet Explorer (IE) 

	 Mozilla Firefox 

	 Opera Browser 

	 Apple’s Safari 

Internet Explorer is a popular 
choice because it is supplied 
with versions of Microsoft 
Vista. However, you can easily 
switch to a different web 
browser by searching and 
downloading it (for free) from 
the provider’s website.  

 
web addresses 
Each web page has its own 
unique web address, also 
know as its URL (Uniform 
Resource Locator). For 
example, the Which? website 
is www.which.co.uk. If you 
already know the web address 
for a page, you can type it 
straight into the address bar 
and click the Go button or 
press Return.

If you want to search for information on a certain topic, you 
can read more about this on p12. 

website LINks
Most web pages contain links to other pages. Click on a 
link and the relevant web page will open up. Links will 
appear in a different colour, often blue, or as underlined 
text. To check whether something is a link, hover your 
cursor over it – if the mouse pointer turns into a pointing 
finger it’s a link and you can click on it. 

Your web browser is your gateway to the internet. From here you can 
view web pages, access your email, watch video clips and more

internet
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Favorites 

Here you can 

bookmark the 

websites you 

visit regularly 

(you can 

also access 

Favorites 

from the main 

menu)

Main Internet Explorer 
menu (File, Edit, View, 
etc) Press the Alt key if 

you can’t see the menu bar 

Address bar This is where you type the 

address of the web page you want to 

visit. A site starting with ‘https’ instead 

of ‘http’ denotes a secure page that 

encrypts (scrambles) sensitive information, 

like log in details and passwords, before 

sending them over the internet

Refresh Click 

here to see 

any updates 

made to a 

web page 

while you are 

looking at it. 

For example, a 

news website 

may change 

its headline 

story

Home page 

This is the first 

page you see 

when your 

web browser 

launches 

– you can set 

this to any 

page you like 

from the 

toolbar

Percentage page view To change 

the size of your web page, click on 

the up and down arrows beside the 

percentage number at the bottom of 

the page

Tools You can perform a 

variety of useful tasks from 

here, such as clearing your 

browser history and turning 

on the pop-up blocker

Multiple tabs Tabs 

let you view 

different web pages 

without closing the 

first one. Click here 

to launch a new tab 

or press Ctrl + T

Search box 

This may be 

labelled 

Google or 

Yahoo!. From 

here you can 

search for 

keywords 

– ‘holiday 

bookings’ for 

example
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If you want to look at a website but don’t know the exact 
website address (URL), you can look for it using a search 
engine. A search engine is also useful if you want to find 
information on a specific topic. The most popular search 
engine is Google (www.google.co.uk), but there are other 
options such as Yahoo (www.yahoo.co.uk) or Microsoft’s 
search engine (www.live.co.uk).

Searching the internet
Once you’ve familiarised yourself with your browser, you’ll want to search the 
internet. We show you how to use a search engine to find what you’re looking for

If you’re using the latest versions of web browsers 
Internet Explorer or Firefox, you’ll already have an instant 
search box located to the side of the address bar. Here’s 
how to use it:
1	� Click in the Search box in the top right-hand corner of 

the toolbar (see image on left)
2	� Type what you’re looking for and press Return. Results 

will be displayed on screen. From here you can click on 
the site you want to go to

3	� If you can’t see what you’re looking for, click Next at the 
bottom of the page to see more results

4	� If you don’t want to use the default search engine you 
can switch to something else. Click on the down arrow 
next to the magnifying glass icon and select ‘Find more 
providers’. You can now select a search provider from 
those listed by clicking on it. 

 �Using certain punctuation marks in your searches 
will make them more efficient. For instance, putting 
double quotes around a key phrase “John Smith”, 
for example, restricts results to those where the 
words appear as a phrase. 

 �If you’re not sure whether a word has a hyphen in it 
(email or e-mail), keep the hyphen in: Google 
searches all variations. 

 �Adding a + or - symbol will keep or remove certain 
words or phrases from search results. So if you want 
to search for an Egyptian-themed hotel in Las Vegas, 
type Egypt +“Las Vegas”.

search tips

internet
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TURN ON THE 
PHISHING FILTER
Internet Explorer’s anti-phishing filter 

can recognise bogus websites and 

prevent you from inadvertently giving 

away sensitive information to 

scammers. To switch on the filter in 

your web browser:

1 Click Tools 

2 Click Phishing filter 

3  Click Turn on Automatic Website 

Checking; a window will appear 

4  Make sure that Turn on Automatic 

Phishing filter (recommended) is 

selected (see right)

5 Click OK.

CLEAN OUT YOUR WEB BROWSER
You can protect your privacy on your computer, and free 

up some space on your hard disk, by clearing your cache 

and cookies. 

Cookies are small text files saved by your web browser 

that allow websites you access regularly to be personalised 

for you and remember certain details that you enter. You 

can delete the cookies stored on your computer by 

following these instructions:

1   In Internet Explorer, click the Safety button

2  Click Delete Browsing History (see far right)

3  Select Delete Cookies 

4  Put a tick in the Preserve Favorites website data box if 

you do not want to delete the cookies associated with 

websites in your Favorites list

5  Click Delete. After you delete cookies, websites will no 

longer remember information you have entered on 

previous visits (for example, they will no longer have a 

record of your preferences).

BLOCKING POP-UPS
Pop-ups are new windows that open automatically when 

you visit certain web pages. Some pop-ups can be useful, 

others, annoying or confusing, but they can also contain 

malicious code or phishing scams. To block pop-ups in 

Internet Explorer:

1 Click Tools, then Internet options

2  Select the Privacy tab, and make sure that there’s a tick 

next to Turn on pop-up blocker

3 Click Settings to allow pop ups. 

Safe surfing
Stay safe online with our security tips – get to know your phishing filter,  

pop-up blocker and how to clean out your web browser
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Before you buy
	� Make sure you have a firewall switched on – this acts as a 
barrier between the web and your computer. You should 
also have anti-virus and anti-spyware software installed.

	� Choose a reputable retailer, such as a familiar high-street 
store, or ask a friend about online stores they’ve had 
positive experiences with. Only shop on sites that offer 
secure credit card transactions, with obvious delivery 
prices and clear returns policies.

On the site
	� If you’re tempted to buy, you’ll usually need to register 
first. This involves setting up a user name and password 
and entering your contact and delivery details.

	� Find out how easy the website is to contact. Look for 
links titled ‘Contact us’ or ‘Help’, and write down or print 

Shopping safely online
Internet shopping means there’s no queuing, and because it’s easier to shop 
around, you’ll often save money too. Here’s how to shop online safely

the geographical address and phone number. It’s worth 
a call to make sure the line’s working and that someone 
picks up. If the site lists only an email address, send 
them an email to see how quickly the company replies.

� 	� Secure web addresses start with the letters https, 
instead of the standard http, and you should see a 
padlock symbol at the top of the page.�

	� Investigate the small print. How much does delivery 
cost? Are goods in stock? Can you send items back if 
they’re not what you expected? 

1	 Click the button marked Add to shopping basket 
2	 Many websites let you View basket so you can 

check what you’ve added, the total cost, and how 
many of each item you’ve ordered

3	 To buy your chosen items, click the Proceed to 
checkout button (or similar). Be aware that many 
online retailers will deliver goods only to the billing 
address of your credit card

4	 Ensure you keep  
a record of the 
transaction and the 
order number. You 
should receive a 
receipt via email; if you 
have spam filtering 
software, this email 
may end up in your 
junk folder.

Buying an item

internet
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Many people now use a webmail (web email) account 

rather than an email program such as Windows Mail or 

Outlook Express. Using a web-based email account means 

that you can easily access your email from any computer, 

not just your home PC. 

There are a number of webmail accounts to choose from 

including Google Mail (www.gmail.com) and Yahoo! Mail 

(https://login.yahoo.com). Windows Live Mail (previously 

Hotmail) is part of Windows Live.

CREATING A WINDOWS LIVE 
MAIL ACCOUNT
Before you can do anything you’ll need to set up a 

Windows Live ID, which will give you access to a 

personalised home page as well as a Windows Live 

Mail account. 

1  To create a Windows Live ID, go to http://home.live.com

2 Click on the Sign up button 

3  Enter a Windows Live ID and click Check availability. If 

your preferred ID isn’t available, Windows Live will 

suggest alternatives

4  Choose a password for your account. Enter an 

alternative email address if you have one so that 

Windows Live Mail can send you a reminder if you  

ever forget your password 

5  Alternatively click Or choose a security question for 

password reset. Click the drop-down arrow and choose 

a reminder question

6  Next, enter your personal details, copy the series of 

characters at the bottom of the screen and click I accept 

7 To make changes to your profile, click Profile

8 Click Edit Profile 

9  Click the Edit buttons if 

you want to upload a 

picture of yourself, 

enter your age, contact 

information etc 

10  The default setting on 

Windows Live Mail is to 

share this information 

with anyone who has a 

Windows Live account. 

To change this setting, 

click on the link titled  

Everyone (public) 

under Contact info

11 Untick the box that says Everyone (public) 

12 Tick the box that reads My network and click Save. 

Creating an email account
A webmail account allows you to access your email wherever you are;  

we show you how to create a Windows Live Mail account

EMAIL
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Using webmail
Get to grips with sending emails, attaching files and filtering junk mail in  

Windows Live Mail 

SENDING EMAILS
Once you’ve set up a webmail account, find out the email 

addresses of some family and friends and you’re ready to 

get started.

1  Click Mail to access your Windows Live Mail 

(alternatively you can bookmark http://mail.live.com to 

go straight to your email account)

2  To send an email click New, and type the email address 

of the recipient in the To box

3 Enter a subject for your email and compose your text 

4  If you want to send a file with your email (a Word 

document for example) click Attach, then File or Photo, 

browse to the file you want to send and click on it and 

then click Open (see right for how to send photos)

5 Click Send 

6  You can add email address to your address book by   

 clicking Contacts in the left-hand menu.

FILTER JUNK MAIL IN WINDOWS LIVE MAIL
Spam is the electronic equivalent of junk mail. It can clog 

up your inbox with rubbish making it hard to sift through 

messages. Spam emails can also contain offensive material 

and may carry viruses and phishing scams. To filter junk 

mail in Windows Live Mail:

1 Click Options in the top right of your screen

2 Click More options

3 Under Junk Mail, click Filters and Reporting

4  From the list that appears, you can select how your 

account deals with junk mail

5 Click Save when you’ve made your changes. 
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EMAILING PHOTOS
Pictures often create large files and when sent via email 

can end up clogging up the recipient’s inbox. To resize 

an image:

1  Open Windows Photo Gallery and choose the picture 

you want to email 

2 Click Email at the top of the window (see below)

3  Choose the picture size you want from the drop-down 

menu. The size you select will alter the resolution so you 

should consider what the person receiving it wants to do 

with the image – the ‘Smaller’ size is fine if the recipient 

will only be looking at the photos on screen, while ‘Small’ 

is suitable for printing photos sized 4x6-inches. Both 

‘Medium’ and ‘Large’ are suitable for printing photos 

sized 5x7-inches 

Email tips
How to attach a photo to an email and 

send a message to multiple recipients

4  Once you’ve selected the size you’ll see the estimated 

size of your attachment. Click Attach.

MULTIPLE ACCOUNTS 

There’s no limit to the number of free webmail accounts 

you can set up. We recommend that you create several: 

use one for shopping and registering your email with 

websites (these addresses are often targeted by spammers) 

and reserve another for emails sent to and from friends 

and family.

CC AND BCC FIELDS 

As well as the To field, most email programs have CC 

(carbon copy) and BCC (blind carbon copy) fields that allow 

you to copy your email to others. When you use the CC 

field, all recipients are aware of who has received a copy of 

the email. The BCC field can be used if you don’t want any 

of the recipients to know the other people to whom the 

email has been copied. 
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Installing software
There’s a wide range of software available on the internet – from photo-editing 

programs to games. Here’s how to download it on to your computer safely

DOWNLOADING SOFTWARE
There are numerous and varied programs available to 

download from the web, and in many cases these are free; 

however, make sure you download only from reputable 

sites – check www.which.co.uk for websites where you 

can find free image-editing and anti-virus software that you 

can trust not to include spyware or viruses. 

1  Before downloading any new software, close any other 

windows you have open

2  Go the website that offers the software you want. Click 

on the Download button

3  A window will usually appear that guides you through the 

download process, often known as the installation wizard

4  Your web browser may be set to block downloads. In 

this case, a security bar will appear at the top of the 

window. To override this click on the message and 

select the option to permit the download.

UNINSTALL UNUSED PROGRAMS
Removing unused programs will free up valuable space on 

your hard drive, and is good practice if you have tried a 

downloaded program and don’t like it. 

1 Click , then All programs 

2  Find the program you want to uninstall and hover your 

cursor over it to bring up its menu. If there’s an uninstall 

function, click on it and follow the instructions.

If there’s no uninstall option: 

1 Click , then Control Panel

2 Click Uninstall a program under the ‘Programs’ heading

3  Click on the program you would like to remove and 

click Uninstall (see right). 

DOWNLOADING TIPS

1 Sometimes a download can become corrupted or 

doesn’t complete. You can check to see whether 

your download has completed successfully by 

going to Control Panel, and clicking on Programs 

and features and checking the list. If what you’ve 

downloaded isn’t working properly, you can 

remove it from here and then reinstall.

2 Download software only from reputable sources. 

Rogue software may contain viruses or spyware 

that can damage your computer or compromise 

your data.

YOUR PC
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When you connect a new printer, scanner, webcam, or 

other device to your computer, you may also need to install 

the software that comes with it (known as the driver). 

1  Plug in your external device with the cable provided 

2  A new device usually comes with its own driver on CD. 

Insert the CD into your computer’s disc drive

3  An installation wizard will start up. Follow the instructions 

on screen

Connecting devices
Got a printer or other device that you want to connect to your computer?  

Here’s what you need to know

 Over time, drivers are updated – new features 

may be added and any problems that are found 

should be fixed. If you’re having trouble getting a 

device to work, check the manufacturer’s website 

for an updated driver.

4  If you’re experiencing problems with a device, you can 

reinstall a driver using the Device Manager. Click , 

then Control Panel 

5  Click System and Maintenance 

6 Scroll down and click Device Manager

7  Double click on the device heading, then right click on 

the device driver you want to remove and click Uninstall

8 In the ‘Confirm Device Uninstall’ window click OK 

9  If your PC asks if you want to restart, click Yes – or 

manually restart. When your PC restarts it will reinstall 

the device driver automatically. 
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Organising your files
Keep your files and folders in order with our guide to organising your documents 

and how to track down lost files 

Windows has several default folders for storing files, 

including Pictures and Music. When Windows transfers 

these files to your computer automatically – such as when 

you attach a digital camera to your PC’s USB port– it puts 

them in the correct folder.

FILING SYSTEM
Having all of your documents loose in the ‘Documents’ 

folder can make it tricky to find specific files. Instead, it’s 

useful to create sub-folders within your Documents folder 

for specific types of documents: ‘Personal’ or ‘Accounts’, 

for example. To file a new document in a new folder:

1  Press the Windows key and E to launch Windows Explorer

2 Click on the Documents folder

3  Right-click with your mouse (in an empty area of the 

right pane) and select New from the popup menu 

followed by Folder

4 Give your new folder a name, for example ‘Personal’

5  To save a document to this folder click File, then 

Save As

6  Click Documents, click on your new Personal folder icon 

and then choose Save.

YOUR PC
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 MULTIMEDIA SEARCHES

Finding your music
The default location for any music you download on to 

your computer is the ‘Music’ folder found in Documents. 

iTunes uses its own music-management software and 

music player, so when you download a song or convert 

it from one of your CDs, you will be able to play it from 

your iTunes library. But the actual file lives in your Music 

folder in a sub-folder automatically created by the 

iTunes software. When you double-click on any music 

file it will open up and play on its default media player 

(iTunes or Windows Media Player, for example).

Finding your pictures
In most cases, pictures are saved by default to the 

‘Pictures’ folder in Documents. When you save a photo 

or picture, Windows automatically recognises it as an 

image file type and the window that appears will prompt 

you to save it to the Pictures folder.

However, this isn’t always the case. Often, emailed 

pictures are saved to temporary internet files. The folder 

will look something like this: C:\IECache\Temporary 

InternetFiles\OLK74. While your file is still being  

saved on your hard drive (C:), it only remains there  

temporarily. In this case, change the Save location  

to the Pictures folder. 

Tagging your pictures
Vista lets you assign tags (key words) to pictures to help 

you find and identify them later. Tagging a picture with 

the words ‘beach’ and ‘Malta’ for example, means any 

search for these words will bring up that picture. To tag 

a picture, double click the photo in the main window of 

Photo Gallery and click the Info button on the top 

toolbar. Click Add tags and separate each word with a 

forward slash (/).

SEARCHING FOR FILES
To search for a file in Windows Vista, click  and enter the 

file name or any text you know is in the file in the Instant 

Search box. As you type, relevant files and applications 

appear automatically. Alternatively, click on Pictures, 

Documents or Music and a window will open where you 

can search for particular file types (see right). For a more 

detailed search, click on Search and then Advanced 

Search. From here you can search by size, date or by tags 

that you’ve added to pictures. 
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Protecting your computer
To provide complete protection for your PC you’ll need to 
have three types of security software installed on your PC 
– and keep them all up to date. To fully protect your 
computer you need to install:

	� a firewall

	� anti-virus software

	� anti-spyware software.

You can buy a security suite that contains all the elements 
that you’ll need. It may also include other features, such as 
a backup program to help you to copy important files and 
folders, or parental control software so that you can 

22

Security software
Make sure your computer and your data are protected with 
comprehensive and up-to-date security software

manage your child’s internet use. Security software runs in 
the background when your PC is on. Alternatively, you can 
download free security programs separately online. For 
example, AVG offers a free version of its anti-virus software 
at www.free.avg.com. The Windows Vista operating 
system includes its own firewall and anti-spyware software.

After you install anti-virus software, it scans every file on 
your machine – a full scan can take more than two hours. 
Subsequent full scans can be scheduled to run while 
you’re not using your PC, and should be shorter.

Firewall
A firewall is a piece of software that sits between your PC 

security
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Security software tips

	� Download regular security updates – your chosen 
program should be set to do this automatically.

	� You’ll need to switch off the Windows Vista 
Firewall if you want to use the version built into 
your suite, as you can’t run more than one firewall 
at a time.

	� Don’t install more than one suite at once, as – like 
firewalls – two anti-virus programs can conflict. The 
exception to this rule is anti-spyware, where you 
can use several programs. Only one of these 
should be set to scan in the background, though.

	� Security suites can place high demands on system 
resources. If your PC only just meets the technical 
requirements of a suite, it’s worth looking for an 
alternative suite.

and the internet, protecting your computer from incoming 
attacks from hackers or malware (e.g. viruses). It’s vital that 
your firewall is switched on. To turn on the Vista firewall:
1	 Click  then Control panel
2	 Click Security and click on Windows Firewall
3	� You should see a green shield icon if the firewall is 

switched on. If not, click Turn Windows Firewall on or 
off in the sidebar 

4	� Click Continue and tick the relevant box to turn on 
the firewall.

Anti-virus software
A virus is a program that infects a computer and replicates 
itself without the user’s knowledge. Infection requires a 
carrier, which can be anything from an email attachment or 
a download to a program on a disk or USB memory drive. 
A virus can result in your computer slowing down, losing 
data or Windows being corrupted. 

Anti-virus programs can usually protect against a 
number of different types of threat, including Trojans and 
worms. Some anti-virus software will include anti-spyware 
tools, too.

Anti-spyware software
Spyware is malicious software that downloads to your 
computer without your knowledge. It can monitor your 
activity and collect information about you, and can hijack 
your browser. 

If your computer becomes slow or is acting strangely, it 
could be due to spyware. Windows Defender is Vista’s 
built-in anti-spyware program, which can scan for and 
remove spyware from your computer. 
To access Windows Defender:
1	 Click , then Control panel
2	 Click Security, and click on Windows Defender 
3	 Click Scan to check your computer for spyware. 
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Security tips
If you’re concerned about pop-ups, phishing sites and spyware, follow these 

simple tips to make sure you stay safe 

Security software is a good line of defense when it comes 

to protecting your computer, but there are other steps you 

can take, too.

KEEP YOUR SECURITY SOFTWARE  
UP-TO-DATE
Security software is only as good as its last update. With 

new virus and spyware constantly emerging, software 

manufacturers issue regular security updates in response 

to reported threats. Update your security software at least 

once a week. Most programs allow you to set them up so 

that they update automatically – you can usually find this 

option under the Settings menu.

TAKE CARE WHEN DOWNLOADING
When you’re downloading free security software, check the 

name of the product carefully, as some names sound 

familiar. Make sure you’ve downloaded the software from  

a trusted source. To ensure that you download the right 

program, type in the full address of the security software’s 

website in the address bar of your browser. Also, steer 

clear of websites or programs asking for money.

CREATE STRONG PASSWORDS
Protect yourself by not storing passwords or login details 

on your computer. Don’t use the same password for every 

account you use online. A ‘strong’ password consists of a 

mixture of letters (upper and lower case) and numbers.

BACK UP YOUR DATA
It’s crucial to back up your important files regularly. Should 

something happen to your computer, you could lose all of 

your data. You need to make frequent backup copies of 

any personal files and you should also consider making  

a ‘full’ backup of your PC’s system files and installed 

applications every so often too. You can back up to DVD  

or  memory stick, or to an external hard drive. Windows 

Backup and Restore Centre (accessed from the Control 

Panel) will guide you through the process, or you can buy 

separate backup software to manage your backups.

Be alert when you’re 

asked to enter personal 

details such as your credit card 

details into a web page. A 

secure web page is prefixed 

‘https’ (the extra ‘s’ stands for 

secure). You should also check 

for a padlock icon in your 

address bar, which denotes a 

secure web page.

SECURE WEB PAGES
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SAVING FILES ON A MEMORY STICK
1 Plug your memory stick into a USB port

2  Your computer should recognise that you’ve plugged in 

an external device. An icon and pop-up message will 

appear in the system tray at the bottom of your screen

3  Open the file you want to save to your memory stick, 

click File, then Save As

4  In the drop-down box at the top of the ‘Save’ window, 

select the memory stick. This will often be referred to 

as Removable disk or USB disk, it will also be assigned 

a letter, such as E or F 

5 Click Save

6  To remove the flash drive, click on the memory stick icon 

in the Notification area (see p4) and click Safely remove 

USB Mass Storage Device (this may vary depending on 

the type of memory stick you’re using)

7 Remove the memory stick

8  To access your files in the future, just plug in the 

memory stick, and a window should appear asking what 

you’d like to do. 

WINDOWS UPDATES

It’s vital that your PC is set to receive all the latest 

Windows Updates automatically. Microsoft issues 

regular updates to plug security holes or enhance 

features in the Windows Operating system. To turn  

on Windows Updates:

1 Click  then Control panel

2 Click Security, then Windows update 

3 Click Change settings

4 Make sure that the box titled Install updates  

 automatically (recommended) is ticked

5 Click the down arrows to select how regularly to  

 install updates (we recommend that you download  

 updates daily) and choose a time. Click OK. 
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Make sure your kids are aware of online dangers with 

these useful tips:

Personal details
Don’t reveal personal details such as your real name 

or email address to strangers.

Report abuse
If someone’s behaving inappropriately tell an adult. 

You can also report the incident to CEOP (Child 

Exploitation and Online Protection Centre) by visiting 

www.ceop.gov.uk and clicking the ‘report abuse’ button.

Meeting up
Don’t meet anyone you chat to online face-to-face 

unless you’re accompanied by a trusted adult.

Opening files
Never open files you aren’t sure about; these could 

contain viruses or disturbing images.

Cyber bullying
If someone you know is being a bully online, tell a 

trusted adult. You can copy and paste examples to 

use as evidence or save chatroom logs to show 

an adult.

Parental control software allows you to limit and manage 

your child’s internet use. You can ensure that your child 

only visits approved websites, and even set time limits on 

how long your children can use the web each day.

Windows Vista includes parental controls. To use them 

you’ll need to set up a separate Standard User account  

for your child. 

1  Log in using the Administrator account (if you haven’t set 

up any individual accounts, this will be the one you’re 

using by default, but you’ll need to set a password

2  Click Control Panel and then User Accounts and 

Family Safety

3 Click Set up parental controls. 

WEB RESTRICTIONS 
With parental controls turned on, you can then adjust 

settings for your child’s account. For example, you can 

restrict the websites they visit, set time limits to control 

when they can log on to the computer, and block particular 

programs. You can also set up activity reports if you want 

to monitor your child’s online activities. 

Protecting kids online
Ensure your kids are safe online with our guide to parental control software

TIPS FOR KIDS

SECURITY
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Technical terms explained in plain English

Jargon buster
3g The third generation of mobile 
networks, which allow almost broadband 
speeds to be achieved on mobile 
phones and laptops with dongles. 

ADSL (Asymmetric digital subscriber 
line) A way of sending data over a 
copper wire telephone line. 

Adware Software that tracks your 
web use to determine your interests 
and deliver relevant advertisements. 

Anti-spyware Software that 
prevents and/or removes spyware.

Anti-virus Software that scans for 
viruses and removes them from your 
computer or quarantines them.

Browser (or web browser) The 
software that enables you to you view 
web pages.

DESKTOP The main screen you see 
when your computer has started  
up – from here you perform all 
operations using the icons and 
Windows  button.

DRIVER Software that allows your 
computer to communicate with 
devices such as a printer.

download To transfer data from  
a separate computer – known as a 
server and usually remote – to your 
own computer.  

Firewall Software (or hardware) 
that blocks unwanted communication 
from and often to the internet.

Firewire A standard computer 
connection. FireWire is fast and well- 

suited to transferring large amounts of 
data, such as video footage.
 
Gigabytes (GB) A measurement of 
data storage. Eight bits make up a 
byte. 1,024bytes make a kilobyte. 
1,024 kilobytes equal a megabyte. 
1,024 megabytes equal a gigabyte.

GHZ A measurement of speed in 
relation to a computer’s processor.

isp (Internet Service Provider) An ISP 
is the company that enables and 
services your connection to the internet. 

Malware (or malicious software) is a 
generic term for any program that is 
harmful to your computer.

Mbps (Megabits per second) A 
measure of the speed of data transfer, 
often used when talking about the 
speed of broadband. 

Modem A device that – in this 
context – encodes and routes data to 
and from your PC and the internet.

microfilter A device that attaches 
to your telephone socket and enables 
you to make voice and use broadband 
at the same time via ADSL.

Network A series of computers 
connected together either using wires 
or wireless (radio) technology.

Operating System The software 
that manages your computer.

Port A computer socket to which 
you connect external devices.

Phishing A type of scam where, in 

order to trick you into giving away 
your personal details (for example, 
credit card details), a web page 
masquerades as a trustworthy site.

pop-up A window that appears over 
your computer screen to give 
additional information. 
 
Ram Your computer’s memory – not 
to be confused with your hard disk, 
which provides permanent – unless 
deleted – storage for data.

router A device that routes data 
between computers and other 
devices. Routers can connect 
computers or connect them to the 
internet – a modem/router.

Spam Unsolicited ‘junk’ email.

Spyware Software that covertly 

tracks your behaviour and sends 
details to a third party.

trojan A virus that disguises itself 
as an innocent program to entice 
people to install it. Trojans can allow 
third parties remote access to your 
computer.

USB Universal Serial Bus. A range of 
easy to use connections that allows 
you to easily transfer data.

Virus A malevolent program that 
spreads from computer to computer 
within another program or file.

Webmail Email accounts accessed 
through your web browser.

WORM Like a virus, except worms 
don’t need to attach to a document 
and can spread via the internet.
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